CyNat: Flexible cyber insurance

A dynamic cyber risk environment

Cyber risk comes in a number of different forms. Incidents may be malicious; you could

be specifically targeted, or even impacted due to a random distribution and get caught as
collateral damage. Your business could also be the victim of a non-malicious incident or a
technical failure, increasing the exposure to cyber risk.

This is a board level issue and, regardless of the cause, cyber incidents can have a significant
impact on your business. Now more than ever businesses should consider:

Gaps in existing policies
Cyber risks are challenging and
evolving. Traditional policies either
exclude, or do not expressly cover,
cyber losses. This is a growing
concern for insurance buyers.

Business transformation
Companies are increasingly reliant on
technology and data, both internally
and through their supply chains,
leading to greater vulnerability to
cyber risk across the sector.

Increased regulation

The industry is experiencing increased
scrutiny on cyber security governance.
Global regulation continues to tighten and
for operators of essential services, cyber
security is under the regulatory spotlight.

New risks demand
fresh thinking

Listening to the key concerns raised by
the industry, CyNat includes cover for:

1. Interruption to business
operations

2. Damage to physical assets
including technology and
W hardware

3. Failure of industrial
control systems

The product is simple to understand, is
designed to get your business up and
running as quickly as possible and has
strong claims support for when the risk
materialises.

CyNat: flexible cyber insurance
for Power & Utilities, designed
by industry specialists.
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Why is a sector-specific solution necessary? CyNat seeks to address these concerns

The Power & Utilities sector is attractive to cyber attacks due to the uniquely critical role that it plays in the for the POWGI‘ & UtllltleS sector
global economy. Our research has shown us that:

60% 75%

of utility technology professionals of large businesses report !1aving
believe a cyber attack could cause cyber breaches or attacks in the
damage to equipment last year

@& Loss of revenue, whether & Third party property
caused by cyber-attack or damage, bodily injury and
human error. environmental liability.

& Physical damage to plant, & Emergency incident

machinery and assets caused by response to ransomware
cyber-attack. attacks and data

& Replacement utility/service breaches etc.

provision. Q Reputational harm loss
and mitigation.

Siemens and the Ponemon Institute. Caught in the Govt Cvber Security Breaches Survey G020
Crosshairs: Are Utilities Keeping Up with the Industrial

Cyber Threat? (2019)
Cyber Threat? (2019 & Regulatory exposures under

cyber security legislation (e.g. @& Supply chain
$2 43 b t (o) $1 t $1 7_8 4m NIS Directive) as well as data vulnerabilities.
A | cost of cvb ] protection legislation (eg GDPR).
estimated economic loss of attack on vel:age_?_n_nua cost of cyber-crime
US Power Grid to the utilities sector
Lloyds: The insurance implications of a cyber attack on The 2019 Accenture Cost of Cyber Crime The cyNat difference
the US power grid (2015 Study (Ninth edition)
CyNat is designed to get businesses back up and
Despite the heightened concerns and developments in the industry, many businesses are not insuring their cyber- running quickly after a cyber-attack or incident.
incident risk, while others are purchasing off-the-shelf policies that do not meet their needs. This environment has Th_e §°|Ut'0_“ .p.rowde.s a broad range of covers with the
created a clear need for a stand-alone cyber insurance product, and CyNat has been developed to offer a flexible, built-in flexibility to fit your needs.
bespoke solution for the Power & Utilities sector. Not only are the covers relevant for your business, you can also
Award-winning cyber capability at Wi"iS Towers Watson choose the risks you want to insure. Our sector experts will be on

hand to support you and, if required, help identify the areas that
need covering.

The team behind CyNat has successfully developed industry specific risk @

Other policies may not provide all of these specialised services or
covers, and, in some cases, may not respond at all.

transfer solutions and have been recognised with Cyber Innovation awards
from Insurance Insider magazine in both 2017 and 2020. ~A

Disclaimer

Willis Towers Watson is an insurance broker, and gives its views on the meaning or interpretation of insurance policy wordings as brokers experienced in the insurance market. Insurers may take a different view on the meaning of policy wordings. Any interpretation or thoughts
given are not legal advice, and they should not be interpreted or relied upon as such. Should a legal interpretation of an insurance contract be required, please seek your own advice from a suitably qualified lawyer in the relevant jurisdiction. While all reasonable skill and care has
been taken in preparation of this document it should not be construed or relied upon as a substitute for specific advice on your insurance needs. No warranty or liability is accepted by Willis Towers Watson, their shareholders, directors, employees, other affiliated entities for any
statement, error or omission.

For more information, please contact local entities of the Willis Towers Watson Group:

Willis Insurance Brokers Co. Ltd. | Willis Hong Kong Limited | Willis Towers Watson India Insurance Brokers Pvt. Ltd | PT Willis Towers Watson Insurance Broker Indonesia | Willis Japan Services K.K. | Willis (Malaysia) Sdn Bhd | Willis Towers Watson Insurance Brokers
Philippines, Inc. | Willis Towers Watson Brokers (Singapore) Pte. Ltd. | Willis Towers Watson Insurance Korea Limited | Willis Towers Watson Taiwan Limited | Willis Towers Watson Vietnam Insurance Broker

Copyright Willis Limited 2021. All rights reserved.
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https://www.lloyds.com/~/media/files/news%20and%20insight/risk%20insight/2015/business%20blackout/business%20blackout20150708.pdf
https://www.lloyds.com/~/media/files/news%20and%20insight/risk%20insight/2015/business%20blackout/business%20blackout20150708.pdf
https://www.accenture.com/_acnmedia/pdf-96/accenture-2019-cost-of-cybercrime-study-final.pdf
https://www.accenture.com/_acnmedia/pdf-96/accenture-2019-cost-of-cybercrime-study-final.pdf
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020/cyber-security-breaches-survey-2020
https://assets.new.siemens.com/siemens/assets/api/uuid:35089d45-e1c2-4b8b-b4e9-7ce8cae81eaa/version:1599074232/siemens-cybersecurity.pdf
https://assets.new.siemens.com/siemens/assets/api/uuid:35089d45-e1c2-4b8b-b4e9-7ce8cae81eaa/version:1599074232/siemens-cybersecurity.pdf
https://assets.new.siemens.com/siemens/assets/api/uuid:35089d45-e1c2-4b8b-b4e9-7ce8cae81eaa/version:1599074232/siemens-cybersecurity.pdf

