
As a truly global survey across all 
continents and a broad spectrum of 
industries, company types and sizes, it 
is interesting to take a more in-depth 
look at how responses from Great 
Britain compared to those from other 
regions.

It’s no real surprise cyber attack and data loss have 
maintained their respective first and second positions in the 
top five risks to directors and officers for the second year 
across all regions, including Great Britain. 

This year’s addition of cyber extortion to the top five list – at number three overall and number four for 
G.B. – indicates the level of concern the entire topic of cyber is posing to boards globally. There is little 
doubt this has been exacerbated by current geopolitical issues. 

It is not only the impact of cyber attacks and extortion to the business operations to consider here, 
but also the potential for shareholder litigation following stock drops resulting from the reputational 
damage caused by such cyber incidences. 

Data loss events too could transcend into D&O claims following losses suffered by the business from 
the associated fines and penalties. The trend for event-driven litigation means anything could result in 
a securities class action. 
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Boards are responsible for ensuring robust and resilient business platforms and the robustness of 
companies’ IT systems has been severely tested in the context of global lockdowns. This pattern will 
undoubtedly continue as we remain in a period of potentially ever-increasing exposure to cyber risks in 
light of the Russia/Ukraine conflict. 

This all comes at a time when capacity and the cost of insurance in the cyber market is extremely 
challenging. Could we potentially see the return of failure to maintain adequate insurance type claims 
around cyber exposure? 

It is interesting to note G.B. survey respondents ranked these three risks proportionally less significant 
than all other regions by quite a margin. Meanwhile, regulatory risk, including threat of fines and 
penalties and risk of health and safety/environmental prosecutions, was almost equivalent to data loss 
and cyber extortion in the level of concern it poses to G.B. respondents. In fact, cyber extortion only 
comes fourth for G.B., being displaced by risk of health and safety/environmental prosecutions. 

Post-pandemic, there is a risk that we will see an increase in activity from regulators whose activities 
have been constrained during lockdown. This could result in a significant uptick in costs on already 
struggling businesses as they try to find their feet post-pandemic. 

COVID has surely played a part in driving concerns around health and safety. The obvious exposures 
for directors and officers are, of course, the potential for allegations of corporate manslaughter or 
occupational health breaches resulting from a failure to ensure adequate health and safety in the 
workplace. 

Looking forward to 2022, ESG is a hot topic on boardroom agendas, as well as the media’s. ESG 
is also becoming an increasing area of focus in the insurance market. It is clear any disclosure 
requirements may create liabilities, but how companies and boards tackle the issue of complying with 
their ESG requirements will be as big a liability as not complying or reaching targets. 

Boards will need to fully understand all of this before acting, or could bear the brunt of claims arising 
from the mishandling of their ESG polices. 

As directors continue to grapple with so many of the age-old risks driving litigation, there is also a 
wave of emerging and rapidly evolving risks to carefully consider, particularly given the wider impact of 
their actions on the environment and society as a whole. 

One small consolation here is that after the last two extremely challenging years in the D&O insurance 
market, there is some relief in conditions afoot to help protect them from many of these risks. 
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Risk ranking overview – by region

How significant are the following risks for the directors and officers of your organisation  
(whether financially or reputationally).

Cyber attack 

Data loss

Cyber extortion

Regulatory risk (including threat of fines and penalties)

Shareholder actions/disputes 

Anti-trust law/regulation

Risk of a health and safety / environmental prosecutions 

Return to work/COVID-safety/vaccination status 

Risk of employment claims 

Risks posed by supplier business practices 

Breach of human rights within your business operations

Board/ management/ company takeover or other forms of activism by shareholders or institutional investors 

Economic crime (your company/organisation as a victim)

Bribery and corruption

Risk of criminal penalties arising from breach of sanctions 

Social engineering crime (your organisation as a victim)

Risk of other criminal proceedings

Climate change

Your company/organisation becoming a focus of a social media campaign

Insolvency, bankruptcy or corporate collapse

Risk of proceedings in a jurisdiction outside your organisation’s main home jurisdiction 

Pensions liabilities

(% of ‘Very significant’ or ‘Extremely significant’) 

Source: Directors’ Liability Survey 2022
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About WTW
At WTW (NASDAQ: WTW), we provide data-driven, insight-led solutions in the areas of people, risk and capital. Leveraging the global 
view and local expertise of our colleagues serving 140 countries and markets, we help you sharpen your strategy, enhance organizational 
resilience, motivate your workforce and maximize performance. Working shoulder to shoulder with you, we uncover opportunities for 
sustainable success — and provide perspective that moves you. Learn more at wtwco.com.

Willis Towers Watson offers insurance-related services through its appropriately licensed and authorised 
companies in each country in which Willis Towers Watson operates. For further authorisation and 
regulatory details about our Willis Towers Watson legal entities, operating in your country, please refer to 
our Willis Towers Watson website. 

It is a regulatory requirement for us to consider our local licensing requirements. The information given in 
this publication is believed to be accurate at the date of publication shown at the top of this document. 
This information may have subsequently changed or have been superseded and should not be relied 
upon to be accurate or suitable after this date.

This publication offers a general overview of its subject matter. It does not necessarily address every 
aspect of its subject or every product available in the market and we disclaimer all liability to the fullest 
extent permitted by law. It is not intended to be, and should not be, used to replace specific advice 
relating to individual situations and we do not offer, and this should not be seen as, legal, accounting 
or tax advice. If you intend to take any action or make any decision on the basis of the content of 
this publication you should first seek specific advice from an appropriate professional. Some of the 
information in this video may be compiled from third party sources we consider to be reliable, however 
we do not guarantee and are not responsible for the accuracy of such. The views expressed are not 
necessarily those of Willis Towers Watson. Copyright Willis Towers Watson 2022. All rights reserved.

Each applicable policy of insurance must be reviewed to determine the extent, if any, of coverage 
for losses relating to the Ukraine crisis. Coverage may vary depending on the jurisdiction and 
circumstances. For global client programs it is critical to consider all local operations and how policies 
may or may not include coverage relating to the Ukraine crisis. The information contained herein is 
not intended to constitute legal or other professional advice and should not be relied upon in lieu of 
consultation with your own legal and/or other professional advisors. Some of the information in this 
publication may be compiled by third-party sources we consider reliable; however, we do not guarantee 
and are not responsible for the accuracy of such information. We assume no duty in contract, tort or 
otherwise in connection with this publication and expressly disclaim, to the fullest extent permitted 
by law, any liability in connection with this publication. Willis Towers Watson offers insurance-related 
services through its appropriately licensed entities in each jurisdiction in which it operates. The Ukraine 
crisis is a rapidly evolving situation and changes are occurring frequently. Willis Towers Watson does not 
undertake to update the information included herein after the date of publication. Accordingly, readers 
should be aware that certain content may have changed since the date of this publication. Please reach 
out to the author or your Willis Towers Watson contact for more information.
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