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Introduction

Greetings.
Well, summer is waning, and what a strange summer it has 
been. I know that dealing with COVID-19 and keeping yourself 
and your loved ones safe has been all-consuming. However, I 
do hope you were able to find some time to get away and relax.

The insurance industry will continue to face many challenges 
for the remainder of 2020 and beyond. We remain in perhaps 
the hardest market the industry has seen. As schools attempt 
to reopen and the flu season approaches, COVID-19-related 
concerns are likely to worsen. This has already been an active 
hurricane season, and we still have two months to go! While 
we will be challenged, the risk management community is a 
resilient lot and together we will get through it.

I wish all of you a safe, healthy and happy fall season.

Regards,

Mark A. Goode, CIC, CPCU
Managing Director 
Public Entity and Education Practice
mark.goode@willistowerswatson.com
Office: +1 704 344 4867
Mobile: +1 704 904 1792
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The evolution of higher education risks
Challenges and strategies

As reported in 2018’s Volume 5 of Public News and Views, 
institutions of higher education’s (IHE) adoption of enterprise 
risk management (ERM) techniques is having a positive effect 
on outcomes. However, ERM plans alone are not adequately 
addressing the large number of emerging risks facing IHEs 
today. These risks include some departments of the IHEs that 
are not traditionally subjected to the same scrutiny as other 
departments but which clearly are becoming greater sources 
of risk for them.

Many IHEs operate in siloed environments that do not share 
policies and practices across organizational lines. Athletics, 
admissions and research departments are especially immune 
from traditional oversight. This failure is at least partly 
responsible for significant scandals that have impacted 
IHEs in recent years. These often-protected departments of 
academia usually have more internal institutional power than 
other departments and, consequently, frequently avoid any 
attempt at a centralized approach to risk management and 
accountability.

College admissions is not a traditional area of risk considered 
by risk managers in most IHEs. In many IHEs, admissions 
departments operate quite separately and independently 
from other departments and, therefore, fly under the radar 
of most risk managers. Just last year, the United States 
Department of Justice charged 53 people with fraud, bribery 
and money laundering in connection with the admissions 
process at several high-profile IHEs across the country. Over 
half of the defendants were parents, but the others included 
coaches and other officials at the universities, along with 
middlemen who are accused of bribing college officials to the 
tune of $25 million in order to gain admission for their clients.1 

Likewise, athletic departments often operate independently 
of other areas of a university. As a result, athletics represents 
a frequently siloed area as far as risk management is 
concerned. This is especially true of certain types of risks. For 
example, in 2011, a point-shaving and gambling scandal at the 
University of San Diego was exposed when basketball players 
and an assistant were the subjects of a federal indictment 
that included charges of bribery, illegal bookmaking and 
marijuana distribution. The indictment alleged that players 
had participated in taking bribes to fix certain games. One of 
the players indicted was San Diego’s career leader in scoring 
and assists.2 

Other areas of academia pose similar unique risks. In 
2018, Cornell University’s provost revealed that a faculty 
committee at Cornell had investigated a professor and 
found that he had committed academic misconduct in his 
research and scholarship, including misreporting of research 
data, problematic statistical techniques, failure to properly 
document and preserve research results, and inappropriate 
authorship. The professor in question was the 10-year 
director of Cornell’s Food and Brand Lab and had been 
integral in advancing the theory that obesity and diabetes 
result from psychological manipulation by the food industry. 
The professor had published hundreds of studies designed 
to change the food environment to one where healthy eating 
was easier. Over time, he had become a very high-profile 
expert on the subject of healthy eating, leading the national 
committee on dietary guidelines and working with public 
schools, the U.S. Army and Google, among others, to promote 
healthy meals. The investigation of the professor seemed 
to originate from his blog post two years prior that many 
interpreted as encouraging graduate students to manipulate 
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data to find positive results that would be more likely to get 
published. After much investigation, the journal network 
JAMA retracted six of the professor’s studies because 
it claimed Cornell University could not provide adequate 
assurances of their scientific validity.

In the case of the Cornell professor, it is possible that he 
had become so well known that he was untouchable at the 
university. The professor had appeared on the Oprah and Dr. 
Oz television shows, bringing attention, prestige and possibly 
funding for academic research to Cornell. Because of this, it 
is likely that the risk management systems that should have 
required that his scientific research methods satisfy certain 
accepted academic standards were faulty. The negative 
impact on the university is apparent.3 

Academic cheating scandals also have an adverse effect on 
an IHE’s brand and reputation and usually result from system 
failures to assess and prevent this risk. For example, in 2012, 
Harvard University admitted to the forced withdrawal of 
some 70 students following the largest cheating scandal in 
the University’s history. The revelation of the cheating on an 
exam — where many student answers were identical, down 
to containing the same typographical errors — happened 
at one of the most highly regarded universities in the world. 
The scandal damaged Harvard’s academic reputation and 
sparked protests that its investigation took too long and that 
Harvard was vague about its ethical standards. In addition, 
Harvard was perceived as lacking transparency due to its 
refusal to reveal whether it was investigating the conduct of 
the professor and graduate assistants of the class in which 
the cheating occurred.4 

Finally, sexual harassment complaints at IHEs are on the rise, 
as they are in all aspects of society. The behavior of higher 
education personnel is also under greater scrutiny than ever 
before as to the handing of allegations of sexual misconduct 
by IHE employees, both as to how and in what time frame 
allegations are investigated and as to what actions are taken 
against alleged perpetrators. A case in point involves the 
2019 reporting by Pro Publica exposing allegations of sexual 
misconduct against seven professors and an administrator 
at the University of Illinois, Urbana-Champaign. These 
incidents had not been made public by the University prior 
to the reporting by Pro Publica. The reporting also exposed 
three similar allegations in which the University had allowed 
the professors in question to quietly resign in lieu of being 
fired or to remain on the payroll. The allegations ranged from 
inappropriate sexual comments and behavior to assault and 
trading grades for sex.5 The University’s lack of transparency 
about the incidents, some of which were reported to the 
University more than five years ago, along with its allowing 
those against whom allegations were made to evade 
termination, made for very bad PR and, at a minimum, have 
likely done great damage to the University’s reputation.
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The most well-known instance of sexual misconduct 
at an IHE not being prevented and allowed to continue 
unchecked for many years is that involving Michigan State 
University’s team physician, Larry Nassar, and a women’s 
gymnastics coach who was recently convicted of lying to law 
enforcement authorities about not having received complaints 
about Dr. Nassar from female athletes 20 years ago. Dr. 
Nassar pleaded guilty to multiple sex crime charges in 2017 
and in 2018 and was sentenced to serve 40 — 175 years 
in jail. Though the coach has not yet been sentenced, she 
resigned from the University in 2017.6 In 2018, the University 
offered to settle with Dr. Nassar’s many victims for $500 
million, the largest payout ever received in a sexual abuse 
case involving an American University.7 The previously largest 
settlement of this kind (which involved Pennsylvania State 
University and the sexual abuse of young male athletes by an 
assistant football coach over the course of many years) was 
$59.7 million paid to 26 sexual abuse victims.8 

Because these types of behaviors in often protected 
departments of academia and their handling by IHEs are 
cultural in nature, risk managers have a more uphill battle to 
include them among traditional risk awareness programs. 
This must change if IHEs are to effectively manage these 
risks, many of which are the costliest monetarily and most 
damaging to the reputation and brand of the IHE.

Sources
1 https://www.nytimes.com/2019/03/12/us/felicity-huffman-lori-
loughlin-massimo-giannulli.html

2 https://www.nytimes.com/2011/04/13/sports/
ncaabasketball/13gamble.html; https://www.nytimes.com/2011/04/12/
sports/ncaabasketball/12bribe.html?ref=sports

3 https://www.theatlantic.com/health/archive/2018/09/what-is-food-
science/571105/

4 https://www.nytimes.com/2013/02/02/education/harvard-forced-
dozens-to-leave-in-cheating-scandal.html

5 https://www.propublica.org/article/university-of-illinois-urbana-
champaign-professors-sexual-harassment-accusations

6 https://www.nytimes.com/2020/02/14/us/kathy-klages-trial-larry-
nassar.html?smid=nytcore-ios-share

7 https://www.nytimes.com/2018/05/16/us/larry-nassar-michigan-
state-settlement.html

8 https://www.nytimes.com/2013/10/29/sports/ncaafootball/penn-
state-to-pay-59-7-million-to-26-sandusky-victims.html
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Cannabis in the workplace 
Confusion reigns

The legalization of cannabis in its various forms by state 
and federal authorities is a fast-growing phenomenon that 
is changing employers’ drug testing policies and employee 
disciplinary decisions in the workplace. The situation has been 
complicated by continuing federal treatment of marijuana as 
an illegal drug and by recent federal action legalizing hemp 
and derived products. Until the field is more settled by either 
clarifying federal legislation, judicial interpretation or both, 
employers confront the tension of the conflict in state and 
federal laws and must carefully navigate the terrain in order 
to avoid or minimize their liability to employees and to stay in 
compliance with their federal contractors.

As of January 1, 2020, 11 states and the District of Columbia 
have legalized small amounts of marijuana for recreational 
use for adults, with Illinois joining these ranks in 2020 as the 
second Midwestern state to pass such a law. Twenty-six 
states have decriminalized possession of small amounts of 
marijuana, meaning that possession carries only a civil penalty.1

Thirty-three states and the District of Columbia, Guam, 
Puerto Rico and the U.S. Virgin Islands have passed laws 
legalizing the use of medical marijuana under certain 
circumstances and with varying restrictions, with some state 
laws enumerating the types of conditions for which medical 
marijuana may be prescribed.2 

Under the federal Controlled Substances Act, however, 
marijuana remains a schedule 1 drug, along with ecstasy, 
heroin and LSD. Such drugs, according to federal law, are 
considered to have a high potential for dependency and 
no accepted medical use, their possession and distribution 
constituting federal crimes.3 Adding to the confusion, in 

December 2018, the president signed into law a bipartisan 
farm bill that legalized hemp, a plant that is roughly identical 
to marijuana except that it does not contain the same quantity 
of THC, the psychoactive compound found in marijuana. (The 
farm bill required that, in order to not constitute a schedule 
1 controlled substance, hemp must have less than 0.3% 
THC).4 Hemp does contain CBD, or cannabidiol, a popular 
but not scientifically tested ingredient. The passage of the 
farm bill has promoted an explosion of hemp product sales 
without any federal regulation of this product. However, the 
FDA recently released warnings regarding hemp’s use as 
a dietary supplement, noting that CBD products marketed 
for therapeutic uses have not been approved by the FDA 
and warned that claims of hemp benefits remain uncertain. 
Some 15 warning letters to marketers of the product were 
issued at that time.5 Finally, some CBD products are giving 
rise to positive marijuana test results, either because of their 
unregulated production leading to higher THC content or 
because they may be derived from marijuana and not hemp-
based plants, factors of which the employee is likely to be 
unaware.

Finally, if an employer has certain connections with the 
federal government, the Drug Free Workplace Act governs 
their drug testing policies. The Act requires that all federal 
grant recipients and federal contractors adopt zero tolerance 
workplace drug policies and certify to the federal government 
that their workplaces are drug free.6 

All this leaves employers’ drug testing policies or programs 
in disarray. If you add to the equation the fact that the active 
ingredient in marijuana, THC, remains in the body 12-30 days 
after its ingestion, then marijuana-positive workplace drug 
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test results may or may not be indicators of impairment on 
the job and grounds for dismissal or discipline, especially 
in states legalizing marijuana for recreational or medical 
purposes. How employers adapt to these rapidly evolving 
situations is critical.

Some state laws have addressed the issue of employer 
drug testing in this era of legalization. Sixteen of the 33 
states legalizing medical marijuana protect patients from 
employee discrimination. That means that over half of these 
states provide no employment protection for medical users 
of the drug. Nevada, a recreational use state, passed a law 
in 2019 prohibiting an employer from denying employment 
based on a marijuana positive drug test.7 New York City 
overwhelmingly approved a bill prohibiting employers from 
forcing job applicants to take drug tests for marijuana.8 The 
effects of these laws on employers is not yet clear. In Nevada, 
Caesars Entertainment has ceased drug testing prospective 
employees for marijuana. Apple only performs pre-
employment drug testing on a limited number of prospects for 
jobs with safety risks and does not test existing employees.

Judicial decisions on the matter of employment drug tests 
involving marijuana originally supported employers, but the 
trend is being reversed. In 2008, the California Supreme 
Court ruled that an employer could refuse to hire an applicant 
testing positive for marijuana even though it involved a medical 
marijuana prescription in that medical marijuana legal state.9

The Colorado Supreme Court upheld the right of DISH 
Network to test and terminate a quadriplegic employee who 
had a state law legal prescription for medical marijuana since, 
under federal law, marijuana is still an illegal substance.10 In 
2006, in Oregon, the courts sided with the employer when an 
employee challenged marijuana drug testing, holding there is 
no employer obligation to accommodate a medical marijuana 
patient/employee, relying on federal law.11 This was also the 
case in 2009 in Montana.12 

However, more recently in 2019 in New Jersey, an appeals 
court ruled in favor of an employee in a medical marijuana 
case, citing the state law’s ban on employment discrimination 
in support of the ruling.13 Similar court rulings have resulted 
from 2017, 2018 and 2019 challenges to marijuana-
positive employment drug test challenges in Connecticut,14 
Massachusetts,15 Delaware,16 Arizona17 and Rhode Island.18 

In the context of positive marijuana drug tests based 
on CBD infused product use, employers may find the 
appropriate action dependent on several factors. If the 
CBD is hemp-based and used for medicinal purposes, 
employers will generally accommodate the employee’s 
usage. With marijuana-derived CBD oil containing more 
than the prescribed 0.3% THC in a non-medical marijuana 
state, employers would be well within their rights to 
terminate an employee testing positive for marijuana. If in 
a medical marijuana legal state, reference to state-specific 
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discrimination or employee protection laws is appropriate. 
Nothing in these laws requires employers to allow use of 
marijuana on the job or protects an employee impaired on 
the job, regardless of whether the use is marijuana or CBD 
products or in a medical marijuana, recreational marijuana 
or marijuana illegal state. That is why supervisory training is 
essential in order to properly detect and document an incident 
of impaired behavior before an employment action is taken.

According to the 2018 National Survey on Drug Use and 
Health, more than a third of young adults aged 18 to 25 
(34.8%) were past year users of marijuana, or about 11.8 
million young adults. This is an increase of past year use over 
every year from 2002 through 2016 and similar to past year 
use numbers in 2017. In 2018, an estimated 13.3% of adults 
aged 26 or older were past year users of marijuana, which 
represents about 28.5 million adults in this age group. The 
percentage of adults aged 26 or older in 2018 who used 
marijuana in the past year was higher than the percentages in 
2002 to 2017.19 Given these numbers, it is highly unlikely that 
the issues surrounding workplace marijuana drug testing will 
go away. 

When not required by state or federal law to test for marijuana, 
some employers are considering whether to continue to 
include marijuana in their drug testing protocol. However, 
if their employees operate heavy, expensive or dangerous 
equipment in the manufacturing or transportation sectors, 
employers should not necessarily consider this approach. 
They will be forced to face the ever-evolving landscape and 
all of its complexity and tensions in order to devise policies 
and practices that comply with state law, federal law and 
state court decisions. That is the best course no matter 
how unsatisfactory until or unless there is federal case or 
Congressional authority that resolves this issue nationwide.

Sources
1 https://www.ncsl.org/research/civil-and-criminal-justice/marijuana-
overview.aspx 

2 https://www.ncsl.org/research/health/state-medical-marijuana-laws.
aspx 

3 https://www.deadiversion.usdoj.gov/schedules/

4 https://www.govtrack.us/congress/bills/115/hr2

5 https://www.fda.gov/news-events/press-announcements/fda-
warns-15-companies-illegally-selling-various-products-containing-
cannabidiol-agency-details

6 41 U.S.C.A. § 8103 (2011)

7 https://www.medicalmarijuanainc.com/how-long-does-thc-stay-in-
your-system/

8 https://www.mpp.org/issues/medical-marijuana/medical-marijuana-
laws-anti-discrimination-provisions/

9 https://www.courtlistener.com/opinion/2519619/ross-v-ragingwire-
telecommunications-inc/

10 https://casetext.com/case/coats-v-dish-network-llc

11 https://www.casebriefs.com/blog/law/marijuana-law/marijuana-
law-keyed-to-mikos/the-law-policy-and-authority-issues-confronting-
businesses/emerald-steel-fabricators-inc-v-bureau-of-labor-and-
industries/

12 https://www.courtlistener.com/opinion/889079/johnson-v-columbia-
falls-aluminum-company-llc/

13 https://law.justia.com/cases/new-jersey/appellate-division-
published/2019/a3072-17.html

14 https://casetext.com/case/noffsinger-v-ssc-niantic-operating-co-2

15 https://law.justia.com/cases/massachusetts/supreme-court/2017/
sjc-12226.html

16 https://scholar.google.com/scholar_
case?case=1904521073701280571&hl=en&as_sdt=6&as_
vis=1&oi=scholarr

17 https://scholar.google.com/scholar_
case?case=17431616388503553988&hl=en&as_sdt=6&as_
vis=1&oi=scholarr

18 http://www.riaclu.org/court-cases/case-details/callaghan-v.-
darlington-fabrics-corporation

19 https://www.samhsa.gov/data/sites/default/files/
cbhsq-reports/NSDUHNationalFindingsReport2018/
NSDUHNationalFindingsReport2018.pdf

9   willistowerswatson.com

https://www.ncsl.org/research/civil-and-criminal-justice/marijuana-overview.aspx
https://www.ncsl.org/research/civil-and-criminal-justice/marijuana-overview.aspx
https://www.ncsl.org/research/health/state-medical-marijuana-laws.aspx 
https://www.ncsl.org/research/health/state-medical-marijuana-laws.aspx 
https://www.deadiversion.usdoj.gov/schedules/
https://www.govtrack.us/congress/bills/115/hr2
https://www.fda.gov/news-events/press-announcements/fda-warns-15-companies-illegally-selling-various-products-containing-cannabidiol-agency-details
https://www.fda.gov/news-events/press-announcements/fda-warns-15-companies-illegally-selling-various-products-containing-cannabidiol-agency-details
https://www.fda.gov/news-events/press-announcements/fda-warns-15-companies-illegally-selling-various-products-containing-cannabidiol-agency-details
https://www.medicalmarijuanainc.com/how-long-does-thc-stay-in-your-system/
https://www.medicalmarijuanainc.com/how-long-does-thc-stay-in-your-system/
https://www.mpp.org/issues/medical-marijuana/medical-marijuana-laws-anti-discrimination-provisions/
https://www.mpp.org/issues/medical-marijuana/medical-marijuana-laws-anti-discrimination-provisions/
https://www.courtlistener.com/opinion/2519619/ross-v-ragingwire-telecommunications-inc/
https://www.courtlistener.com/opinion/2519619/ross-v-ragingwire-telecommunications-inc/
https://casetext.com/case/coats-v-dish-network-llc
https://www.casebriefs.com/blog/law/marijuana-law/marijuana-law-keyed-to-mikos/the-law-policy-and-authority-issues-confronting-businesses/emerald-steel-fabricators-inc-v-bureau-of-labor-and-industries/
https://www.casebriefs.com/blog/law/marijuana-law/marijuana-law-keyed-to-mikos/the-law-policy-and-authority-issues-confronting-businesses/emerald-steel-fabricators-inc-v-bureau-of-labor-and-industries/
https://www.casebriefs.com/blog/law/marijuana-law/marijuana-law-keyed-to-mikos/the-law-policy-and-authority-issues-confronting-businesses/emerald-steel-fabricators-inc-v-bureau-of-labor-and-industries/
https://www.casebriefs.com/blog/law/marijuana-law/marijuana-law-keyed-to-mikos/the-law-policy-and-authority-issues-confronting-businesses/emerald-steel-fabricators-inc-v-bureau-of-labor-and-industries/
https://www.courtlistener.com/opinion/889079/johnson-v-columbia-falls-aluminum-company-llc/
https://www.courtlistener.com/opinion/889079/johnson-v-columbia-falls-aluminum-company-llc/
https://law.justia.com/cases/new-jersey/appellate-division-published/2019/a3072-17.html
https://law.justia.com/cases/new-jersey/appellate-division-published/2019/a3072-17.html
https://casetext.com/case/noffsinger-v-ssc-niantic-operating-co-2
https://law.justia.com/cases/massachusetts/supreme-court/2017/sjc-12226.html
https://law.justia.com/cases/massachusetts/supreme-court/2017/sjc-12226.html
https://scholar.google.com/scholar_case?case=1904521073701280571&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://scholar.google.com/scholar_case?case=1904521073701280571&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://scholar.google.com/scholar_case?case=1904521073701280571&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://scholar.google.com/scholar_case?case=17431616388503553988&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://scholar.google.com/scholar_case?case=17431616388503553988&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://scholar.google.com/scholar_case?case=17431616388503553988&hl=en&as_sdt=6&as_vis=1&oi=scholarr
http://www.riaclu.org/court-cases/case-details/callaghan-v.-darlington-fabrics-corporation
http://www.riaclu.org/court-cases/case-details/callaghan-v.-darlington-fabrics-corporation
https://www.samhsa.gov/data/sites/default/files/cbhsq-reports/NSDUHNationalFindingsReport2018/NSDUHNationalFindingsReport2018.pdf
https://www.samhsa.gov/data/sites/default/files/cbhsq-reports/NSDUHNationalFindingsReport2018/NSDUHNationalFindingsReport2018.pdf
https://www.samhsa.gov/data/sites/default/files/cbhsq-reports/NSDUHNationalFindingsReport2018/NSDUHNationalFindingsReport2018.pdf


Facial recognition software 
Public safety versus civil liberties

The use of facial recognition software is on the rise in law 
enforcement and security. While its benefits are many, 
serious concerns about its accuracy, and invasions of privacy 
issues have arisen and are being addressed in various 
ways in different states and local governments across the 
country. According to June 2019 research reported by 
MarketsandMarkets, the facial recognition market is expected 
to become a $7 billion industry by 2024, growing from $3.2 
billion in 2019, with the government and defense sectors 
fueling the greatest areas of growth.1 As the technology’s use 
is expanded, we expect concerns about its accuracy and 
about privacy interests to continue to increase. 

In the law enforcement and security context, facial 
recognition technology uses a 2D or 3D database of photos 
in order to compare images obtained through security 
cameras and videos to make identifications. It is the make-up 
of this database of images used for comparison that raises 
some of the most serious concerns. Once the database 
is established, however, algorithms are in place to analyze 
biometrics to identify facial features and match images in 
the database to the photos or videos in question. The key 
features analyzed by the technology to try to establish a 
match are the geometry of the face, such as the distance 
between a person’s eyes and the distance from their forehead 
to their chin. The technology uses a mathematical formula to 
compare this data to the images in the database.

The main reason for concern about the use of this 
technology is the fact that there is no federal and very little 
state regulation of the field. Because some assert that the 
technology is less accurate in identifying persons of color, 
it may have built-in biases and may yield misinformation 

leading to wrongful arrests and convictions. As a result of the 
regulatory vacuum, some states and local governments have 
undertaken the task of regulating the government’s use of 
this technology, and some local law enforcement agencies 
have implemented their own voluntary restrictions on usage.

Recently, the privacy and surveillance law and policy think 
tank, Georgetown Law’s Center on Privacy and Technology, 
obtained from federal investigators via The Freedom of 
Information Act requests numerous facial recognition 
requests, internal documents and emails for the past five 
years. The Center reported that the federal government 
has made increased use of state motor vehicle department 
records, such as driver’s license photographs, turning these 
state databases into the backbone of a federal surveillance 
infrastructure. According to the Center’s reporting, in most 
instances state legislatures have not authorized state sharing 
of DMV databases with federal authorities, and Congress has 
not addressed the subject.2 

While police have long accessed state and local criminal 
records, including fingerprints, DNA and other biometric 
data, DMV records include photographs of a large majority 
of a state’s residents, most of whom have no criminal 
record. Since 2011, according to the Center’s reports, the 
FBI has conducted more than 390,000 facial recognition 
searches of federal and state databases including state DMV 
records. In Utah alone, records reveal that the FBI and U.S. 
Immigration and Customs Enforcement (ICE) conducted 
1,000 facial recognition searches between 2015 and 2017. 
ICE requested similar searches of DMV databases in Vermont 
and Washington, all states that allow undocumented residents 
to obtain driver’s licenses. None of these states inform 
undocumented residents when they apply for driver’s licenses 
that the databases are subject to ICE searches. 

Public Entity News & Views, Q3   10



This year, a school district in New York activated its facial 
recognition technology at its eight schools as a security 
measure to monitor who is on school property, becoming the 
first school in New York to adopt this tool. Schools are a new 
front for use of this technology and the New York School 
District in question had debated its use for more than two 
years before finally satisfying the school board that it would 
not infringe on students’ privacy rights by implementing 
a policy that forbids uploading of student data, including 
photos, into the database of the system.3 

In other relevant news involving the controversial use of 
facial recognition technology outside of the law enforcement 
context, in late January of this year, Facebook agreed to pay 
$550 million to settle a lawsuit in Illinois challenging its use 
of the technology to generate its “face prints” in its “tagging” 
feature. The suit was filed in Illinois because it is currently 
the only state in the country with a biometrics privacy law. In 
the settlement, Facebook agreed to seek users’ permission 
before collecting biometric data in the future.4 In June of 
2020, Microsoft joined Amazon and IBM in announcing 
it would not sell its facial recognition software to law 
enforcement until a federal law protecting rights is in place.5 

As a result of concerns about the widespread and increasing 
use of images by local, state and federal law enforcement 
without regulation, San Francisco and Somerville, 
Massachusetts recently banned the use of this technology 
by their police and other public agencies, citing concerns 
about government overreach and breach of public trust.6 In 
Somerville, the vote was 11-0. 

In July 2019, the City of Oakland, California enacted a ban on 
the use of facial recognition technology in law enforcement.7 

California recently passed a law banning the use of this 
technology by state and local police in body cameras 
until 2023.8 In March of this year, the state legislature in 
Washington State, home of large technology companies, 
passed and its governor signed the first state law sharply and 
broadly restricting use of facial recognition software.9 Among 
other things, the new law requires all state government 
agencies to request a warrant in order to run any facial 
recognition scans, except in case of emergency. The law also 
requires any software used to be independently tested to 
ensure its accuracy and fairness across skin tones, gender 
and age. Finally, the law requires training in the use of facial 
recognition software and public reporting on its use. Utah is 
considering a bill in its 2020 Legislature that would regulate 
access to its Department of Public Safety driver’s license 
database10 and another restricting the ability of police to use 
biometric data such as fingerprints to unlock a cell phone.11 

In spite of these bans and restrictions on the use of facial 
recognition technology, more than 600 law enforcement 
agencies nationwide began using the technology developed 
by one company, Clearview AI, in just the past year.12 
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Many in the law enforcement field are cautioning restraint 
in the legislating of bans and restrictions on the use of this 
technology, citing its usefulness in fighting crime. Instead, 
they encourage the passage of laws and regulations that 
address the concerns being expressed. For example, James 
O’Neil, New York City’s police commissioner until December 
of last year, stated in June of that year that use of the 
technology makes us all safer and shared tough safeguards 
he says his department has in place to address privacy and 
accuracy concerns.13 

According to former Commissioner O’Neil, his department 
does not use DMV, Facebook, traffic camera or other close 
circuit TV stream images as a part of their facial recognition 
database. Instead, the facial recognition technology database 
consists solely of arrest photos. Once possible matches are 
developed via use of the technology, NYC police investigators 
conduct further investigations to assess the resemblance 
of a suspect, with detectives and supervisors involved. 
If a match is affirmed, further research is done, including 
examination of social media and other open source images 
to try to verify the identity of the suspect. Then a person 
becomes a lead that must be verified to establish probable 
cause for arrest. According to former Commissioner O’Neil, 
no person is arrested based on computer matches alone. 
Based on the use of this methodology (voluntarily in place 
in NYC), in 2018, 1,851 possible matches resulted from some 
7,024 requests for facial recognition database searches, 
leading to 998 arrests. The former commissioner claims clear 
success stories resulting from his department’s use of facial 
recognition technology, citing arrests of rapists, murderers 
and robbers. He also claims the use of this technology has 
cleared suspects by decreasing the number of eyewitness 
misidentifications that often lead to wrongful convictions.

At the rate of this technology’s growth, we will undoubtedly 
be seeing more of its use with attendant challenges, legal 
and legislative, to its current unregulated application. The 
outcome of these debates is unknown but, until there is more 
regulatory guidance on its legal and ethical use, it is prudent 
for state and local governments to look at ways to self-
regulate its use, especially in the law enforcement context, 
and when responding to federal requests for access to state 
photo databases to address potential privacy and other 
similar concerns.
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Is your web site ADA compliant 
and why does it matter?

The Americans with Disabilities Act (ADA) went into effect 
in 1990 and prohibits discrimination against individuals with 
disabilities in all areas of public life, such as schools, public 
transportation and employment. The ADA’s scope also 
includes public accommodations and places open to the 
general public. Recently, Title III of the ADA, which contains 12 
categories of public accommodations, has been the subject 
of increased litigation. More and more, the argument has 
been successfully made in court that public accommodations 
within the ADA’s scope include websites and that they must 
be accessible to those with disabilities.

According to the Judiciary Data and Analysis Office of the 
Administrative Office of the U.S. Courts, ADA case filings in 
federal courts during the year 2017 amounted to 4% of the 
total civil docket and 27% of all civil rights cases filed. This 
is true even though total civil rights case filings, excluding 
ADA cases, decreased 12% from 2005 through 2017. ADA 
employment discrimination cases during the period 2005 to 
2017 rose 196%, and those raising other ADA claims (mostly 
public accommodation claims) grew more rapidly, increasing 
521%. In 2018, the number of ADA website accessibility suits 
filed in federal courts exploded to 2,285, up from 815 filings 
the year before. In the first half of 2019, filings of these types 
of cases increased 51.7% over the prior year’s same six-month 
period. Filings in California, New York and Florida accounted 
for a significant number of these ADA cases. In these states, 
factors such as the number of older buildings and state laws 
allowing claims for monetary damages in addition to injunctive 
relief, among others, make them favorable forums for these 
suits. In 2017, two leading ADA federal court decisions 
involving website accessibility made these jurisdictions 
particularly attractive for website ADA claims.1 

Because the ADA was passed before the widespread use of 
the Internet by public entities, businesses and organizations, 
there was no legislative or Department of Justice (DOJ) 
guidance addressing this issue. However, the trend in recent 
years has been to treat covered entities’ websites as places 
of public accommodation, especially if the sites are used to 
transact any type of business. In October 2018, in response to 
an inquiry for guidance from certain United States senators, 
the DOJ replied that it “first articulated its interpretation that 
the ADA applies to public accommodations’ websites over 
20 years ago. This interpretation is consistent with the ADA’s 
Title III requirement that the goods, services, privileges, or 
activities provided by places of public accommodation be 
equally accessible to people with disabilities.”2 Without more 
specific guidance as to what website accessibility means, 
however, parties mounting ADA claims based on website 
accessibility have turned to the courts.

In June 2017, a Florida District Court ruled in the plaintiff’s 
favor in a case holding that Winn-Dixie’s website violated 
Title III of the ADA and enjoined the store to bring its site into 
compliance with the Web Content Accessibility Guidelines 
(WCAG) developed by the World Wide Web Consortium 
(W3C), a group that develops international web standards.3 
Later that year, a visually impaired plaintiff sued Blick Art 
Supplies in New York asserting that its website was not 
designed according to the WCAG. The District Court there 
held in his favor writing that “a rigid adherence to a physical 
nexus requirement leaves potholes of discrimination in what 
would otherwise be a smooth road to integration.” 4 
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Consequently, while previously it was thought that public 
accommodation requirements of the ADA referred to 
traditional brick and mortar stores or places of business, it 
appears more and more that this may well not be the case. 
Based on the statistics of federal court filings referenced 
above, it appears that since these two case decisions, the 
number of website accessibility ADA lawsuits has surged. In 
light of these numbers, it is important that all businesses and 
organizations covered by the ADA take steps immediately 
to conform their websites to the WCAG in order to avoid 
exposure.

It is certainly possible that in response to ongoing website 
litigation and case decisions on the subject, Congress will 
enact a precise standard for ADA website compliance or that 
the DOJ will offer more precise guidance or clarification on 
this matter. It is also possible that some state legislatures 
will take up legislation to address the matter. In addition, 
some recent court decisions suggest that lawsuits may be 
dismissed as moot after defendants demonstrate that they 
took swift steps to remedy website accessibility deficiencies5 
and based on other defenses, such as the fact that a plaintiff 
is not eligible or in a location to receive a defendant’s goods 
and services.6 In addition, the Eleventh Circuit Court of 
Appeals will soon render a decision in the Winn-Dixie case’s 
appeal, and the U. S. Supreme Court has recently indicated an 
intention to weigh in on the applicability of the ADA to website 
accessibility claims in a case arising out of the 9th Circuit 
Court of Appeals involving Domino’s Pizza’s website.7 

Until or unless there is clear legislative or judicial direction 
that excludes websites from the scope of the ADA, however, 
it is important that covered entities have their sites audited for 
compliance with the WCAG. Necessary steps to accomplish 
compliance may include making a site’s written content 
accessible to those with visual impairments by enabling 
them to be read via a screen reader that scans and reads 
text aloud or by simply having such text alternatives as audio 
available on the site. In addition, a website’s functions should 
all be available via use of a keyboard and not just a mouse for 
those with certain physical impairments. 

The National Institutes of Health predicts that the number 
of people with visual impairment or blindness in this country 
will double to more than eight million by 2050.8 This means 
that more people will rely on computer accessible websites 
to do business. Not only do those that fail to modify websites 
to reach this population exclude millions from access to their 
goods and services, they also expose themselves to ADA 
liability if sued. 
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Recent topics update

Opioid lawsuit settlement 
In our continuing reporting on the large number of opioid 
lawsuits brought against drug manufacturers and distributors 
by states and local governments, we share significant 
developments occurring late last year that have resolved 
many suits and sent some to bankruptcy court. In September 
2019, Purdue Pharma, manufacturer of OxyContin, reached 
a settlement in the suits brought by 23 states and more than 
2000 cities and counties. Under the terms of the settlement, 
the Sackler family, which owns Purdue Pharma, will lose 
control of the company, though admit no wrongdoing. Purdue 
will file for bankruptcy (which it subsequently did days after 
reaching the settlement) and operate as a trust overseen by a 
board chosen by the state and local defendants. The trust will 
manufacture only drugs that combat the opioid epidemic. The 
company will pay $10 – $12 billion to the plaintiffs, including 
$3 billion from the Sacklers personally. Since Purdue has 
filed for bankruptcy, the settlement will be overseen by that 
court, with Purdue expected to push for protection from other 
lawsuits. Though the settlement is opposed by some two 
dozen state attorneys general and many local governments 
and tribes, those supporting it claim it is the preferred 
alternative to years of additional litigation costing the litigants 
much more in ongoing attorney’s fees and delays in getting 
much needed resources to treat opioid addiction. Additionally, 
if the bankruptcy court approves the settlement, it may well 
act as a binding agreement on parties who oppose it. 

Subsequently, in October of last year, the highly anticipated 
trial in the multi district litigation pending in federal court in 
Ohio involving two Ohio county plaintiffs was avoided by a 
last-minute settlement agreement. Drug makers and drug 
distributors agreed to pay the two counties approximately 
$260 million to settle the cases. This settlement does not 
relieve these companies of potential liability in other suits filed 
by local governments forming part of the consolidated multi 
district litigation, however. By settling, the two Ohio counties 
have in effect opted out of any monies they could get from a 
negotiated class settlement of those claims.1 

New proposed Federal Aviation Administration's 
drone regulation 
At year’s end, the Federal Aviation Administration (FAA) 
proposed sweeping regulations that will (if adopted) impact 
all but the very tiniest drones being operated in the United 
State. The 319-page proposed regulation requires that, 
within 36 months, all drones weighing over 0.55 pounds 
incorporate tracking technology that will allow them to be 
tracked and identified when flying in United States airspace. 
The technology required will emit a particular type of signal. 
At present, while operators of drones weighing more than 
half a pound are required to register their devices with the 
FAA, officials do not have a quick and easy way to identify a 
drone owner or track its location. According to the FAA, the 
new technology will enhance safety and security by allowing 
the FAA and federal security and law enforcement agencies 
to identity drones flying in their jurisdictions. The proposed 
regulation is open for public comments for a 60-day period 
during which objections or other comments may be provided 
for FAA consideration before final adoption of the regulation.2 
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Presumptive mental health benefits legislation 
update
In the Q4 2019 issue of Public News and Views, we updated 
you on the large number of states enacting some form of 
legislation providing presumptive workers' compensation 
benefits for PTSD claims for a variety of employees, 
most commonly police officers, firefighters and other first 
responders. It was thought that such laws would reduce 
litigation and remove barriers to these types of claims, 
allowing such employees to get needed mental health care on 
an expedited basis. However, now that many state laws have 
been in place long enough to establish a track record, many 
in the industry, including state and local governments, are 
concerned that the laws are not accomplishing their intended 
purpose of providing first responders with PTSD care and are 
instead doing damage to the very systems in place to protect 
workers injured on the job. According to an expert at Willis 
Towers Watson, John Hanson, while first responders firmly 
believe the presumptions afforded them under these laws 
are what they deserve, workers' compensation managers 
are concerned that the presumption is a failure in many ways 
“The cost (of the presumption) is extraordinary,” according to 
Mr. Hanson, and “{T}he reality is that a large number of these 
claims…are all heavily litigated or arbitrated, and a really high 
percentage of these claims are not readily paid.” According to 
workers' compensation experts, in some instances the laws’ 
unintended consequences are rewarding PTSD claimants 
who do not have viable claims or who have PTSD which is not 
caused by their current work. Because of this, presumption 
laws are causing jumps in litigation costs by reversing the 
burden of proof and placing it on employers and their insurers 
to rebut claims. The resulting increase in cost of litigation can 
include expenses such as the cost of independent medical 
examinations and investigations looking into claimants’ 
work history and prior exposures to trauma. Because some 

presumption laws are retroactive for periods predating their 
passage by 5 – 10 years, it is difficult to determine the cause 
of a PTSD diagnosis, and management of treatment costs 
are made more difficult. Recently, the National Council for 
Compensation Insurance expressed concerns about these 
laws because of the uncertainty of future losses given the 
latency of presumption claims. Finally, some employee groups 
not commonly included in presumption laws’ scope are now 
lobbying to be included. Teachers, correctional officers, 
nurses and ambulance drivers are among those seeking 
the presumption, leading to the potential of these laws’ 
impact being cost prohibitive for the workers' compensation 
programs funding the payment of claims. 

E-Scooter legalization update 
In late December of last year, various e-scooter and e-bike 
constituencies suffered a setback after achieving a major 
legislative victory legalizing e-scooter and e-bike operation 
in New York State, a large untapped market, and authorizing 
cities and towns (with the exception of Manhattan), to set 
local rules for their operation. Following the June passage of 
the bill by large majorities in the state legislature, however, 
New York Governor Andrew Cuomo vetoed the bill. According 
to Gov. Cuomo, the bill was vetoed because it lacked safety 
measures, including mandatory wearing of helmets by 
operators. In January of this year, however, the disappointment 
of e-scooter and e-bike constituencies was relieved when the 
governor announced a new bill in his 2020 budget that would 
legalize the vehicles and urged the legislature to pass it before 
the April 1 budget deadline. The new bill would mandate that 
e-scooter riders under age 18 wear helmets along with those 
using e-bikes that are capable of traveling up to 25 mph. The 
governor also stated that the bill should bar riders from using 
these vehicles on sidewalks and restrict ridership of these 
vehicles to those age 16 or older.3 
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Increased use of artificial intelligence in 
education
Machine learning is increasingly gaining ground in the field 
of education with the development of algorithms designed to 
take over certain repetitive tasks, such as grading, to optimize 
coursework to better suit student needs and to revolutionize 
college entrance examination preparation. Researchers are 
using AI to better understand how individual students’ brains 
learn and then applying this knowledge to help students 
study. The new systems track students’ progress, identify 
weaknesses and deliver material in accordance with individual 
student needs. Today’s machine-learning algorithms discover 
patterns in large pools of data about how students have 
performed in the past and then design the best strategies for 
teaching. The students interact with the AI system, and the 
system adapts based on that interaction. Much of this new 
technology’s use frees up teachers to work with individual 
students to problem solve. In the multimillion-dollar test 
preparation market, machine learning is using reinforcement 
algorithms to maximize a student’s ability to achieve higher 
test scores. According to one AI college prep company, 
student SAT/ACT scores increase by 20% with 20 hours of 
study when using the new technology.4 
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